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1 Operations Concept

This document describes proposed changes to the group management API to add functionality needed to support the proposed access control level (ACL) changes presented in a separate operations concept.

1.1 Background

The current group management API allows any user with provider or administrator roles to create and remove groups. Within a group, a list of managers and members is maintained and only managers may modify (update) the group. Once a group is created, is it visible to all other users of the system thereby enforcing that group names also be unique across the system.

1.2 General Challenges

There are a number of limitations with the current group management API as well as places for improvement in order to better support and integrate with the proposed ACL concept.

1.2.1 System Wide Groups

Currently groups are not scoped by the provider who created or manages the group which results in all groups being global across the system. Therefore when a provider is attempting to manage or use a group in an ACL they must sort through all the defined groups to find the small subset of groups they are interested in. System wide groups also forces providers to uniquely name their groups even though the simple name “User Services” might make sense for multiple providers, only one group can carry that name.

1.2.2 Management Inconsistency

With the group members being defined within the group, the management of group access controls is inconsistent with the proposed ACLs for provider owned objects in ECHO. This results in multiple locations for defining and maintaining access control lists.

1.3 Proposed Changes

The following changes discussed in this section have been developed to address the issues which were identified in Section 1.2.

1.3.1 Provider Owned Groups

Groups will now be associated with an ECHO provider and only appear in the context of that provider. The ECHO API will support retrieving groups for a single provider at a time. Group names will be scoped to the owning provider therefore they only need to be unique within the list of groups owned by the provider and not across all groups in the system.

ECHO will also support the concept of system level groups which can be accessed and shared by all providers however they may be managed only by an administrator. The virtual groups (e.g. All Guest Users) presented in the ACL operations concept are an example of a system level group.

1.3.2 ACL Managed Group Access

Group management will be controlled using the proposed ACL system rather than through individual manager lists on each group. This change simplifies the group management API and allows for a common interface to control group access control like any other provider owned domain object.

Two ACLs will be used to separate the control of group creation and management for finer grained ACL support.

1.4 Data Partner Impacts

Existing groups will be migrated automatically into the new group structure such that the group name and members are the same. Existing group managers will not be migrated.  Each Data Partner will need to create or modify existing groups and assign the necessary permissions to establish the desired group managers. ECHO Operations will be able to assist with this process.

1.5 Client Partner Impacts

Clients directly using the group management API will need to be modified to support the new API described in a later section. For most users, group management is performed through PUMP which will be updated for these changes.
2 Access Controls

The following access controls will be implemented for group management:

	Object Identity
	Grantable Permission(s)
	Description

	Group
	Create, Read
	Allows the creation and viewing of groups, and their members, for a single provider.

	Group Management
	Update, Delete
	Allows updating, notifying, and deletion of a specific group for a specific provider. This ACL will be automatically granted to a new group’s creator. Sending notifications to the group is implicitly permitted by the update permission. A more detailed description of this ACL is presented in the next section.


3 Group vs. Group Management ACL

The tight relationship of groups to ACL allocation poses unique problems with regard to controlling group membership. To understand the problem it is best to think in terms of an example:
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Assume that there is a provider super user group named Provider Ops Group which is assigned the group ACL with permissions of Create, Read, Update, and Delete as well as other ACLs on other various provider objects. There is also a User Services Group that also has the group ACL with permissions to Create, Read, Update and Delete. Finally there is a group named Golden Data Group that holds regular users and has catalog item ACLs with permissions to view or order granules from specific collections.

The User Services Group will need permissions to create and manage membership in the Golden Data Group; however a possible side effect of having these permissions  is that any user in the User Services Group could update the Provider Ops Group and add themselves as a member, thereby becoming a provider super user. This situation is obviously not desirable.

To prevent this behavior, the permissions to create, update, delete, and view groups have been split into two separate ACLs: Group and Group Management. The Group ACL will only support the permissions of creating and reading and will target all groups owned by a single provider. The Group Management ACL will support the permissions of updating and deleting and will target a single group within a single provider.  With the Group ACL, members of the User Services Group will be able to create user groups as needed for controlling access to the provider’s catalog items.  One issue is that although a member of the User Services Group may be able to create a group, they would not then have an ACL permitting them the ability to update the group.  To account for this situation, a Group Management ACL will be automatically generated for a specified group within the provider, thus allowing for immediate management of group membership.
 Using this split ACL approach, ECHO can now limit the scope of the group access to only allow a user to manage a group to which they have been assigned the Group Management ACL while still allowing for the creation of new groups as needed. Updating the example above, the groups can now be presented as:
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Using this approach, members of the User Services Group can only update and delete the Golden Data Group but not the Provider Ops Group. Members of the Provider Ops Group can update and delete only the User Services Group. The User Services Group would need to explicitly grant the Group Management ACL for the Golden Data Group to the Provider Ops Group in order for members of the Provider Ops Group to be able to manage the Golden Data Group.

4 API Design

The group management API will change slightly to support the new provider ownership and automatic Group Management ACL creation, but the general functionality remains the same. The ACLs required for calling each of the following methods are specified.  

· Group API Service Methods

· createGroup(string token, Group newGroup, string managingGroupGuid) : string

· Users calling this method must have been granted the create permission in the Group ACL for the provider defined in the group being created.

· getGroupNames(string token, [string providerGuid]) : ListOfNameGuids

· Users calling this method must have been granted the read permission in the Group ACL for the specified provider(s).  

· getGroupNamesByMember(string token, string userGuid, [string providerGuid]) : ListOfNameGuids

· Users calling this method must have been granted the read permission in the Group ACL for the specified provider(s).  

· getGroups(string token, ListOfStrings groupGuids) : ListOfGroups

· Users calling this method must have been granted the read permission in the Group ACL for the providers which the groups being requested are associated with.  

· notifyGroup(string token, string groupGuid, string message) : void

· Users calling this method must have been granted the update permission in the Group Management ACL for the specified group.

· removeGroup(string token, string groupGuid) : void

· Users calling this method must have been granted the delete permission in the Group Management ACL for the specified group.

· updateGroup(string token, Group updatedGroup) : void

· Users calling this method must have been granted the update permission in the Group Management ACL for the specified group.

· Group Object Definition

· Guid : string

· Name : string

· Description : string

· MemberGuids : ListOfStrings

·  [OwningProviderGuid : string]

The Group object has been modified to drop the list of managers and to add the owning provider GUID. This new field will be required when creating a new provider owned group while the owning provider GUID is optional for a system level (ECHO Ops) group. The user creating a new group must have the create permission in the Group ACL for the provider defined as the owning provider of the new group.

5 PUMP Changes

PUMP will be updated to support the changes to the group management API; however there will be no major changes to the group management functionality.

5.1 Group Listing
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5.2 Group Creator/Editor

The interface for creating and editing groups is similar except that the initial management group is only requested during creation.

[image: image4.png]Create Group

Name:

Descristion

Mambar user namas:

Initial mgmt group:




1

