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1 Operations Concept

This document describes proposed changes to Ingest reporting to add functionality which will limit the number of reported file errors for each metadata file processed in each j ob.

1.1 Background

During Ingest job processing, files errors may be generated when incoming metadata files are validated.  These file errors are very often associated with improperly formatted XML, which results in schema validation errors.  File validation takes place either during the Input Adapting phase for non-ECHO 10 providers or during the Sorting phase for ECHO 10 providers.  All xml validation errors are captured and recorded as file errors.  


Ingest was not designed to handle jobs with grossly invalid metadata files.  NCR 11005004 was reported after an Ingest job resulted in over 500,000 file errors causing Ingest to halt for the provider.  ECHO development has identified this as a bug in the Ingest Reporting phase which will prevent a job with a very large number (i.e. > 100k) of file errors from being processed successfully.  Currently, if a job is received with a significant number of file errors, the ECHO Operations team may need to manually intervene and delete the job.  To date, ECHO Operations has only experienced one job that has had a sufficient number of file errors to cause the problem described.

Empirically, when a metadata file contains a significant amount of validation errors, the errors are often redundant in nature and the specific error that is being reported.  Identifying all unique errors that are reported in the validation errors is a difficult process.  Data providers are encouraged to use a separate XML validation tool in these cases to validate their file(s) prior to resubmission.  Usage of this external tool will identify the individual errors and facilitate corrective actions better than reviewing the Ingest Summary Report.

1.2 General Challenges

The ECHO Ingest process has been designed to provide detailed processing information including full reporting of all job, file, and item level errors.  Were any of these errors to be not reported it is possible that an issue with a metadata item may not be identifiable.  Not only do a large number of errors cause issues within ECHO, but there are also downstream impacts.  The EIAT report processor is able to parse large reports, but is currently a single threaded application and large report files delay the processing of reports for other providers.  Also, applications such as BMGT, which parse the XML report file and display the information to users, must deal with memory issues incident to such a large amount of data.
1.3 Proposed Changes

The proposed solution to resolve the issue identified in Section 1.1 is to have ECHO Ingest enforce a maximum number of file errors that may be recorded for a single file during validation.  If the number of file errors exceeds the configured maximum value, ECHO will do the following:
· Stop validating the file

· Record all validation errors found so far for the file

· Record an additional file error indicating that the file is invalid and the max number of validation errors tolerated per file was reached.  

· The error code for this would be called FILE_ERRORS_EXCEEDED and be added to the FileErrorCode Ingest Report enumeration.

For providers who have requested that ECHO reject packages which contain file validation errors (currently only the ECS DAACs), the package will be rejected and no data will be loaded into ECHO.  For all other providers, any valid data remaining in the package will be processed by ECHO Ingest and loaded into the database.
The maximum number of file errors that ECHO Ingest will allow will be configurable by data provider.  The default maximum will be 100. 

1.4 Data Partner Impacts

The proposed solution includes a change in the ECHO Ingest reporting mechanism.  For data partner users reviewing Ingest reports, they should be aware that there is a new error code that will designate that Ingest stopped validating a metadata file due to excessive errors.   Providers who are programmatically processing the Ingest Summary Reports will need to account for the new error code.  

1.5 Client Partner Impacts

None.
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