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1 Overview
This document describes the proposed changes to PUMP and the ECHO API to provide reporting on Catalog Item and Provider Object ACLs.

1.1 Background

Through the use of the ECHO ACL API, PUMP allows users to manage access to a variety of objects in ECHO, such as catalog items and provider orders, but provides limited reporting functionality.  Currently, users are only able to obtain reports on catalog item permissions using the Check Catalog Item Permissions page in PUMP.  

There is no direct way in PUMP to determine the ACLs that grant access to an object for a specific user or to determine the groups that have a specific user as a member.  It would be useful to know the access-level of a user for a particular object and which ACLs are configured to grant access to that user through the user’s group membership.  

The legacy Data Management Rule reporting in PUMP was implemented in PUMP entirely.  However, the filtering performed in the legacy Data Management Rule reports was simply based upon the catalog items that were associated with a Data Rule.  Reporting on Catalog Item ACLs will be more complex and evaluate all Catalog Item ACL filters, for which, ECHO is better suited to perform rather than PUMP.  For example, Catalog Item ACLs that grant access to a specific granule may be defined with temporal filters and ACL reporting would require filtering based upon granule metadata.  Incorporating ACL reporting in the ECHO API also allows any client partner that provides ACL management capabilities to leverage the reporting portion of the ACL API.
1.2 Proposed Changes

The ECHO API will be updated to provide an operation that allows users to obtain a list of ACLs that grant access to a specific object, such as a granule.  The new operation will replace the getPermittedCatalogItems operation that is used to provide reporting on catalog item permissions in PUMP.  

PUMP will be updated to use the new ECHO API operation to allow users to obtain ACL reports from a new ACL Report page.  The new ACL Report page will replace the current Check Catalog Item Permissions page in PUMP.
1.2.1 Data Partner Impacts

Providers will use the ACL Report page instead of the Check Catalog Item Permission page to check whether users can view or order catalog items in PUMP.  The ACL Report page will allow providers to obtain additional information to determine which ACLs and group memberships allow users to access objects in ECHO.

1.2.2 Client Partner Impacts

Clients with ACL management capabilities will be able to provide more detailed ACL reporting to users.  Any client using the getPermittedCatalogItems operation must be updated to use the new ACL reporting operation.

2 PUMP Changes
The following sections describe the changes to PUMP to provide enhanced ACL reporting capabilities.

2.1 Generate ACL Report 

A new ACL Report menu option will be added to the Provider Context tab in PUMP and will be available under the Data Management menu.  Clicking the “ACL Report” menu option will navigate users to a new ACL Report page. 
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Figure 1
The following input will be required in order to generate an ACL report:

· User Type: the type of user to report on, either Guest User or Registered User.  If Registered User is selected a user name must also be supplied.

· Object Type: the type of object to report on, either Collection, Granule, or Provider Object.  

Once the required input is supplied, users can click the ‘Generate Report’ button to obtain a report on the ACLs for the selected object.
2.1.1 Object Types
Each Object Type option in the ACL Report page requires that a specific object be supplied.  Those options are described below.

The Collection option requires that the user select one or more collections to report on from the table of the provider’s collections:
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Figure 2
The Granule option requires that the user specify one or more granules to report on by supplying the Granule URs:
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Figure 3
The Provider Object option requires that the user select one or more types from a table of Provider Objects in ECHO:
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Figure 4
2.2 ACL Report
An ACL Report is generated in PUMP by querying ECHO for the ACLs of interest.  The ACLs in the report will be filtered the by the user and object supplied when generating the report.  
2.2.1 ACL Report for Catalog Items

The following is a sample ACL Report for catalog items:
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Figure 5
The ACL Report contains the following information:

· User: the user being reported on.  For a registered user, the user name followed by first name and last name will appear.  For example, in Figure 5 “providerAdmin” is the user name and “Jane Smith” is the first and last name of the user selected in the report.
· Member of: the groups that have “User” as a member.  For example, in Figure 5 “providerAdmin” is a member of 3 groups: Registered Users, Administrators, and Test Group.

· Object(s): the object being reported on followed by the permissions granted to “User” for that object.  For example, in Figure 5 “Test Collection 100 (TESTCOLL-100V1.0)” is the first object selected in the report and “providerAdmin” has permission to “View” and “Order” that object.  
2.2.1.1 Granting ACLs

Each object that is accessible by the user in an ACL Report can be expanded to display the granting ACLs as shown below:
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Figure 6
In Figure 6 there are 2 ACLs for “Test Collection 100 (TESTCOLL-100V1.0)” that grant access to the “providerAdmin” user: “Test Collection 100 Access” and “Full Inventory Access”.   There is a table for each granting ACL that lists the permissions granted in the “Permission” column and the groups that, through membership in that group, permit the user access to an object in the “Permitting Group(s)” column.  For example, the “Test Collection 100 Access” ACL grants the “providerAdmin” user permission to view “Test Collection 100 (TESTCOLL-100V1.0)” through membership in the “Registered Users” group.  Permission to view and order “Test Collection 100 (TESTCOLL-100V1.0)” is granted to the “providerAdmin” user through membership in the “Administrators” group.
2.2.1.2 View Catalog Item ACL Details

Each granting Catalog Item ACL has a “[details]” link which, when clicked, displays the detailed definition of the Catalog Item ACL in a smaller separate window.  Figure 7 shows the result of clicking the “[details]” link for the “Full Inventory Access” ACL.
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Figure 7
2.2.2 ACL Report for Inaccessible Objects
When the user does not have access to an object selected in an ACL Report, the object will be listed with the message “No permissions granted” and there will not be any further ACL information included in the report for that object.   In Figure 8, the user does not have access to “Granule A” but has permission to view “Granule B”. 
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Figure 8
2.2.3 ACL Report for Provider Objects

An ACL Report for provider objects is similar to the report generated for catalog items, an example report is shown below:
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Figure 9
Note: unlike Catalog Item ACLs, there is no detailed definition to display for Provider Object ACLs.
2.2.4 Cancel

Clicking the “Cancel” button on the ACL Report page will take users back to the Generate ACL Report page so that a different report may be generated.

2.3 Reporting Dependencies
PUMP users must have permission to manage Catalog Item ACLs and/or Provider Object ACLs in order to use the ACL Report page.  Since ACL reporting in PUMP is combined with group membership reporting, the ACL Report page will be limited by the PUMP user’s ability to read provider groups and non virtual system groups.   Non-virtual system groups are system groups other than the “Registered Users” group or the “Guest Users” group.  
If the logged in PUMP user does not have permission to read provider groups or non-virtual system groups the ACL Report page will also include a notice as shown in Figure 10.  The report in Figure 10 is equivalent to the report from Figure 6, except the PUMP user does not have permission to read provider groups or non-virtual system groups.  As a result the PUMP user is only able to see ACLs granting access to the “Registered Users” group, which is a virtual system group.
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Figure 10
2.4 Check Catalog Item Permissions Page Removal

The ACL Report capability provides the same information contained in the Check Catalog Item Permissions page with the addition of ACL and group membership information.  Removing the Check Catalog Item Permissions page with the implementation of the ACL Report page in PUMP would allow the ECHO API to be simplified and establish one place for ACL reporting in PUMP.  
Like the Check Catalog Item Permissions page, the ACL Report page will only be available to users that have permission to manage Catalog Item ACLs (or permission to manage Provider Object ACLs for provider object ACL reports).  However, the ACL Report page requires users to have additional group permissions to have access to full ACL reports as described in Section 2.3 Reporting Dependencies.  This difference must be acceptable in order to replace the Check Catalog Item Permissions page with the ACL Report page.
3 ECHO API Changes
A new operation, GetAclsByObjectIdentity, will be added to the AccessControlService that will allow users to obtain a list of ACLs that control access to an object.  The GetPermittedCatalogItems operation will be removed from the AccessControlService.
3.1 GetAclsByObjectIdentity Description
ListOfAccessControlLists GetAclsByObjectIdentity(String token, ObjectIdentityWrapper objectIdentity)

Required Parameters:

· token: the user’s token

· objectIdentity: the ID of the object to report on.  An ObjectIdentityWrapper is composed of a choice between the following:
· ProviderObjectIdentity

· CatalogItemGuid

Returns:

The ACLs that control access to the given ECHO object. If there are no ACLs controlling the given object an empty list is returned.
3.2 GetAclsByObjectIdentity Usage
Users of this new operation will identify the object to get ACLs for, such as provider orders or catalog items and ECHO will return a list of ACLs that control that object.  This operation is restricted to users with the READ permission for the Management ACL for the target object type, e.g. for catalog items the READ permission for the CATALOG_ITEM_ACL is required to obtain ACLs that control access to a catalog item.

4 Appendix A - ACL Report Page Item Limits

4.1 Overview
As documented in NCR 11005299, when the number of collections exceeds the report page maximum of 250, PUMP displays “Warning: Maximum report size exceeded. There are [#] objects that could not be reported on”.  Every collection after the maximum limit is labeled with “Unable to report” instead of allowing the user to view the ACL.  Users are not given the capability to create another report with just the collections labeled “Unable to report”.   Depending on the number of collections manually searching for those collections can be cumbersome.  This same issue will occur for granules that exceed the report page maximum of 250.

4.2 Proposed Changes

PUMP will be updated to allow users to access specific pages in the ACL report.   Users will also be able to scroll through the report to the first page using the “<<” button, previous page using the “<” button, next page using the “>” button, and last page using the “>>” button.  The page display limit will be 20.

[image: image11.png]Provider Information
Provider Contacts
Provider Policies
Provider Orders
Data Management

User Lookup

Holdings Report

Provider Context

ACL Report

User: Guest User
Member of: Guest Users (System Group)

Object(s):

x
+AIRSAR_ALONGTRACK_INTERFEROMETRY (AIRSAR_ALONGTRACK_INTERFEROMETRY V1): View

+AIRSAR_POLSAR_FRAME (AIRSAR_POLSAR_FRAME V1): View
+AIRSAR_POLSAR_SYNOPTIC (AIRSAR_POLSAR_SYNOPTIC V1): View
+AIRSAR_TOPSAR_DEM (AIRSAR_TOPSAR_DEM V1): View
+E1_STD_FRAME (E1_STD_FRAME V1): View

+E1_STD_SWATH (E1_STD_SWATH V1): View

+E2_STD_FRAME (E2_STD_FRAME V1): View

+E2_STD_SWATH (E2_STD_SWATH V1): View

+J1_STD_FRAME (J1_STD_FRAME V1): View

+J1_STD_SWATH (J1_STD_SWATH V1): View

+R1_FINE_FRAME (R1_FINE_FRAME V1): View
+R1_FINE_FRAME_FN2-FN5 (R1_FINE_FRAME_FN2-FN5 V1): View
+R1_FINE_SWATH (R1_FINE_SWATH V1): View

+R1_HI_FRAME (R1_HI_FRAME V1): View

Gancel] [elel T+ 2 5 @5 ¢ 7 5 50





	Date
	Version
	Brief Description

	4/13/2010
	1
	Initial Internal Draft

	4/19/2010
	2
	Initial Public Release

	8/03/2010
	3
	Added Appendix A – ACL Report Page Item Limits


Table 1 -  Document Revision History
1

