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1 Overview

This document describes a proposed Operational solution for providing enhanced status notifications to ECHO Client Partner applications.  Implementation of the proposed capability will be performed by the ECHO Operations team and will not be a part of the core ECHO baseline.

1.1 Background

The ECHO Operations team sends status announcements via email to two externally visible mailings lists.  The echo-status mailing list is used to notify external users regarding Operational planned maintenance and unplanned outages.  The echo-status-internal mailing list is used to notify ECHO Partners regarding planned maintenance and unplanned outages in the Operations, Partner Test, and Testbed systems.  This latter list is also used as a means for communicating Degraded Service Event (DSE) documents after an operational outage.  The ECHO Operations team has worked to normalize messages such that announcements and updates contain structured subjects and contents.  This has improved readability for users by making it easier to determine the affected components, expected duration, and reasons for the outage.  

Recently, an ECHO Client Partner requested an enhanced status notification capability so that their ECHO client application could proactively react to the ECHO status updates.  Parsing the text based emails was not a viable solution for them.  The contents of this Ops Concept are in response to this request.
1.2 Proposed Changes

The ECHO Operations team will provide an Atom feed containing status announcements and updates for the Operations, Partner Test, and Testbed systems.   A separate feed will be provided for each system allowing readers to filter information based on the systems they are interested in.  Feed entries will be generated each time a status announcement or update is sent to the echo-status-internal mailing list.   Each entry will contain a human-readable summary for users who would like to subscribe and read feed contents via a standard feed reader (e.g. Outlook).   Each entry will also contain a machine-parseable block of XML containing finer grained details 

Two categories of Atom feed entries will be presented to feed viewers: Announcements and Updates.  These two categories are defined in detail in the following sections. 

1.2.1 Status Announcement Feed Entry

A status announcement is generated in the Atom feed prior to scheduled Preventive Maintenance activities and as soon as an unplanned outage or degraded availability is detected.  The announcement specifies when maintenance is scheduled to start and end or when the outage started and is projected to end.   Detailed information about the maintenance is also provided as a textual description.  The following table describes each field in the status announcement.  An example Atom feed entry is also included.

	Field
	Definition
	Example

	id
(Core Atom)
	Unique identifier for the status announcement.
	urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa62

	updated
(Core Atom)
	The date and time that this atom feed entry was created.
	2010-06-06T20:22:00.000Z

	title
(Core Atom)
	A short title statement including information about the announcement type and planned duration.
	Planned Maintenance : Thursday, June 10 2010 14:30:00 EST - Thursday, June 10 2010 15:30:00 EST

	summary
(Core Atom)
	A short summary statement describing the planned, unplanned, or degraded service event.
	The Operational WIST and ECHO systems will be down for database patching.

	Content
(Core Atom)
	The custom XML containing machine parseable information about the announced outage.
	N/A

	startDateTime
(ECHO Custom)
	The date/time that ECHO interfaces will be impacted.
	2010-06-10T18:30:00.000Z

	endDateTime
(ECHO Custom)
	The projected date/time when all ECHO interfaces will be fully available.
	2010-06-10T19:30:00.000Z

	outageType
(ECHO Custom)
	The type of outage being announced:

· Planned Maintenance – Regularly scheduled maintenance.

· Unplanned Outage – Unexpected outage due to technical issues.

· Degraded Performance – Unexpected degradation in performance possibly leading to an unplanned outage.
	PLANNED_MAINTENANCE, UNPLANNED_OUTAGE, DEGRADED_PERFORMANCE

	interfaces
(ECHO Custom)
	The list of ECHO interfaces which will be, or are, impacted by the outage being announced.
	<interface name="WIST"/>


Table 1 - Status Announcement Fields

<entry>

    <id>urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa62</id>

    <updated>2010-06-06T20:22:00.000Z</updated>

    <title type="text">Planned Maintenance : Thursday, June 10 2010 14:30:00 EST - Thursday, June 10 2010 15:30:00 EST</title>

    <summary type="text">The Operational WIST and ECHO system will be down for database patching.</summary>

    <content type="text/xml">

      <echoStatusAnnouncement>

        <startDateTime>2010-06-10T18:30:00.000Z</startDateTime>

        <endDateTime>2010-06-10T19:30:00.000Z</endDateTime>

        <outageType>PLANNED_MAINTENANCE</outageType>  
        <interfaces>

          <interface name="WIST"/>
          <interface name="PUMP"/>

        </interfaces>
      </echoStatusAnnouncement>

    </content>

 </entry>

Entry 1 - Sample Status Announcement Entry
1.2.2 Status Update Feed Entry

A status update is generated in the Atom feed every time there is a change to the ECHO status relevant to a previously generated status announcement. The update specifies the ID of the announcement it is updating, the current status of the externally visible ECHO services, an updated maintenance or outage end date/time, and detailed information about the update.  The ECHO services which will be reported on are WIST, PUMP, EIAT, INGEST, FTP, ECHO-ESIP, REST API, the SOAP API.  Each service will have a possible status of UP, DOWN, or DEGRADED.  The following table describes each field in the status update.  An example Atom feed entry is also included.

	Field
	Definition
	Example

	id
(Core Atom)
	Unique identifier for the status entry.
	urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa62

	updated
(Core Atom)
	The date and time that this atom feed entry was created.
	2010-06-06T20:22:00.000Z

	title
(Core Atom)
	A short title statement including information about the update type and date/time.
	Planned Maintenance Update: Thursday, June 10 2010 15:30:00 EST

	summary
(Core Atom)
	A short summary statement describing the planned, unplanned, or degraded service update.
	The ECHO Kernel and WIST are now available for use.  Ingest continues to be unavailable for maintenance.

	Content
(Core Atom)
	The custom XML containing machine parseable information about the outage update.
	N/A

	updatedEndTime
(ECHO Custom)
	The newly projected date/time when all ECHO interfaces will be fully available.
	2010-06-10T18:30:00.000Z

	updateType
(ECHO Custom)
	The type of status update:

· Update
· Full completion
· Cancellation
· Extension
· Escalation

	<updateType> PLANNED_MAINTENANCE </updateType>



	Interfaces

(ECHO Custom)
	The listing of externally visible ECHO interfaces and their current status.  The possible interfaces include WIST, PUMP, EIAT, INGEST, FTP, ECHO-ESIP, REST-API, and SOAP-API.

The possible interface statuses include:

· UP – Interface is available.
· DOWN – Interface is unavailable.
· DEGRADED – Interface is available, but is responding slowly.
	<interface name="WIST" status="UP"/>


Table 2 - Status Update Fields

<entry>

    <id>urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa63</id>

    <updated>2010-06-10T15:00:00.000Z</updated>

    <title type="text">Planned Maintenance Update: Thursday, June 10 2010 15:30:00 EST</title>

    <summary type="text">
The ECHO Kernel and WIST are now available for use.  Ingest continues 
to be unavailable for system maintenance.
    </summary>

    <content type="text/xml">

      <echoStatusUpdate ref=”urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa62”>

        <updatedEndTime>2010-06-10T21:00:00.000Z</updatedEndTime>

        <updateType>PLANNED_MAINTENANCE</updateType>

        <interfaces>

          <interface name="WIST" status="UP"/>
          <interface name="PUMP" status="UP"/>

          <interface name="EIAT" status="UP"/>

          <interface name="KERNEL" status="UP"/>

          <interface name="INGEST" status="DOWN"/>

          <interface name="FTP" status="DEGRADED"/>

        </interfaces>

      </echoStatusUpdate>

    </content>

  </entry>

Entry 2 - Sample Status Update Entry
2 Status Notification Events

The following sections outline the Atom feed events that will be generated for planned or unplanned outages to the ECHO system.

2.1 Initial Announcement

As discussed previously, a status announcement entry is generated in the following cases:

· Planned maintenance activities have been scheduled.

· An unplanned outage of one or more ECHO interface has been detected.

· One or more ECHO interface has been detected to have degraded performance.

The value of the <outageType> element signifies the type of outage for which the announcement is being generated.  Possible values for this element are “PLANNED_MAINTENANCE”, “UNPLANNED_OUTAGE”, and “DEGRADED_PERF”.

<entry>

    <id>urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa62</id>

    <updated>2010-06-06T08:00:00.000Z</updated>

    <title type="text">
      Operations Planned Maintenance : 6/10/2010 14:30:00 - 6/10/2010 15:30:00 EST
    </title>

    <summary type="text">
      The Operational WIST and ECHO system will be down for patching.
          </summary>

    <content type="text/xml">

      <echoStatusAnnouncement>

        <startDateTime>2010-06-10T08:00:00.000Z</startDateTime>

        <endDateTime>2010-06-10T12:00:00.000Z</endDateTime>

        <outageType>PLANNED_MAINTENANCE</outageType> 

      </echoStatusAnnouncement>

    </content>

  </entry>
2.1.1 Start/Update

When the status of one or more ECHO interfaces changes, an update entry is generated specifying the modified interface status.  This will occur when planned maintenance activities start or are partially completed.  This will also occur when an unplanned outage or degraded performance condition is first recognized and as corrective actions are taken to restore availability to impacted ECHO interfaces.  The “STATUS_UPDATE” <updateType> element value signifies that the status of one or more ECHO interface has changed.  The <updatedEndtime> element value will contain the originally specified date/time that this announcement was generated.  Each <interface> element will contain the current status of the associated ECHO interface at the time that the update entry was generated.
 <entry>

    <id>urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa63</id>

    <updated>2010-06-10T15:00:00.000Z</updated>

    <title type="text">Operations Planned Maintenance Update</title>

    <summary type="text">
The ECHO Kernel and WIST are now available for use.  Ingest continues to be unavailable for system maintenance.
    </summary>

    <content type="text/xml">

      <echoStatusUpdate ref=”urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa62”>

        <updatedEndTime>2010-06-10T21:00:00.000Z</updatedEndTime>

        <description>

          The ECHO Kernel and WIST are now available for use.  Ingest continues to be unavailable for system maintenance.

        </description>

        <updateType>STATUS_UPDATE</updateType>  

        <interfaces>

          <interface name="WIST" status="UP" />  

          <interface name="PUMP" status="UP"/>

          <interface name="EIAT" status="UP"/>

          <interface name="KERNEL" status="UP"/>

          <interface name="INGEST" status="DOWN"/>

          <interface name="FTP" status="DEGRADED"/>

        </interfaces>

      </echoStatusUpdate>

    </content>

  </entry>
2.1.2 Full Completion

When all ECHO interfaces are available, an update entry is generated specifying the completion date/time and current status of the ECHO interfaces.  This will occur when all planned maintenance activities have completed or corrective actions have been taken to address an unplanned outage or degraded performance condition.   The “FULL_COMPLETION” <updateType> element value signifies that all maintenance has completed.   Each <interface> element will contain the current status of the associated ECHO interface at the time that the update entry was generated.
<entry>

    <id>urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa63</id>

    <updated>2010-06-10T15:00:00.000Z</updated>

    <title type="text">Operations Planned Maintenance Update</title>

    <summary type="text">
The database patching completed earlier than expected.  All ECHO Operational services are now available for use.  
    </summary>

    <content type="text/xml">

      <echoStatusUpdate ref=”urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa62”>

        <updatedEndTime>2010-06-10T1200:00.000Z</updatedEndTime>

        <updateType>FULL_COMPLETION</updateType>  

        <interfaces>

          <interface name="WIST" status="UP" />  

          <interface name="PUMP" status="UP"/>

          <interface name="EIAT" status="UP"/>

          <interface name="KERNEL" status="UP"/>

          <interface name="INGEST" status="UP"/>

          <interface name="FTP" status="UP"/>

        </interfaces>

      </echoStatusUpdate>

    </content>
</entry>

2.1.3 Cancellation

In the event that a planned maintenance activity was announced and then subsequently cancelled prior to the announced start time, an update entry is generated specifying the cancellation.   This type of update is not relevant for unplanned outage or degraded performance announcements.  The “CANCELLATION” <updateType> element value signifies that the announced maintenance has been cancelled.   The <updatedEndtime> element value will contain the date/time that this announcement was generated, however the value can be ignored since maintenance activities never began.   Each <interface> element will contain the current status of the associated ECHO interface at the time that the update entry was generated, however the values can be ignored since this is not an update to an active announcement.
<entry>

    <id>urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa63</id>

    <updated>2010-06-09T15:00:00.000Z</updated>

    <title type="text">Operations Planned Maintenance Update</title>

    <summary type="text">
The Planned Maintenance is now canceled due to schedule conflicts.  All ECHO Operational Systems will continue to be available. 
    </summary>

    <content type="text/xml">

      <echoStatusUpdate ref=”urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa62”>

        <updatedEndTime>2010-06-10T21:00:00.000Z</updatedEndTime>

        <updateType>CANCELLATION</updateType>  

        <interfaces>

          <interface name="WIST" status="UP" />  

          <interface name="PUMP" status="UP"/>

          <interface name="EIAT" status="UP"/>

          <interface name="KERNEL" status="UP"/>

          <interface name="INGEST" status="UP"/>

          <interface name="FTP" status="UP"/>

        </interfaces>

      </echoStatusUpdate>

    </content>

  </entry>
2.1.4 Extension

When one or more ECHO interface will remain unavailable longer than previously announced, an update entry is generated specifying the newly projected end time in the <updatedEndtime> element.  This will occur when planned maintenance activities, or corrective actions addressing an unplanned outage or degraded performance condition require additional time.  The “EXTENSION” <updateType> element value signifies that the announced outage has been extended.  Each <interface> element will contain the current status of the associated ECHO interface at the time that the update entry was generated, however the values can be ignored since the purpose of this update is not to report updated interface statuses.
<entry>

    <id>urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa63</id>

    <updated>2010-06-10T15:00:00.000Z</updated>

    <title type="text">Operations Planned Maintenance Update</title>

    <summary type="text">
The Planned Maintenance is taking longer than expected due to technical difficulties.  All ECHO Operational Systems will remain unavailable until further announcement. 
    </summary>

    <content type="text/xml">

      <echoStatusUpdate ref=”urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa62”>

        <updatedEndTime>2010-06-10T21:00:00.000Z</updatedEndTime>
        <updateType>EXTENSION</updateType>  

        <interfaces>

          <interface name="WIST" status="DOWN" />  

          <interface name="PUMP" status="DOWN"/>

          <interface name="EIAT" status="DOWN"/>

          <interface name="KERNEL" status="DOWN"/>

          <interface name="INGEST" status="DOWN"/>

          <interface name="FTP" status="DOWN"/>

        </interfaces>

      </echoStatusUpdate>

    </content>

  </entry>

2.1.5 Escalation

In the event that a degraded performance announcement has been sent and one or more ECHO interfaces have subsequently become unavailable, an update entry is generated specifying that the condition has been escalated to an outage.  This will occur often occur when corrective actions require that the impacted interface be taken down for maintenance to restore full availability.  The “ESCALATION” <updateType> element value signifies that the previously announced degraded performance outage has been escalated.  The <updatedEndtime> element value will contain an updated date/time estimating when the outage is expected to be resolved.  Each <interface> element will contain the current status of the associated ECHO interface at the time that the update entry was generated.
<entry>

    <id>urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa63</id>

    <updated>2010-06-10T15:00:00.000Z</updated>

    <title type="text">Unplanned Outage Escalation</title>

    <summary type="text">
The Planned Maintenance is taking longer than expected due to technical difficulties.  All ECHO Operational Systems will remain unavailable until further announcement. 
    </summary>

    <content type="text/xml">

      <echoStatusUpdate ref=”urn:uuid:1225c695-cfb8-4ebb-aaaa-80da344efa62”>

        <updatedEndTime>2010-06-10T21:00:00.000Z</updatedEndTime>
        <updateType>ESCALATION</updateType>  

        <interfaces>

          <interface name="WIST" status="DOWN" />  

          <interface name="PUMP" status="DOWN"/>

          <interface name="EIAT" status="DOWN"/>

          <interface name="KERNEL" status="DOWN"/>

          <interface name="INGEST" status="DOWN"/>

          <interface name="FTP" status="DOWN"/>

        </interfaces>

      </echoStatusUpdate>

    </content>

  </entry>

	Date
	Version
	Brief Description

	8/23/2010
	1
	Initial Internal Draft

	9/9/2010
	2
	Ready for External Review


Table 3 -  Document Revision History
1

