ECHO Degraded Service Event
Event Period: 	07/31/13 5:14pm EST - 07/31/13 5:40pm EST	
System(s) Affected: 	
· Operations
Product(s) Affected: 	
· Catalog Rest API
· SOAP API
· Open Search API
· Reverb 
Executive Summary: 
Inadvertent deletion of an elastic search alias (our means of providing search functionality within ECHO) in operations caused all search and indexing capabilities within operations to fail, elements not dependent on elastic continued to function. 
Detailed Summary:
At approximately 5:14PM, while using a tool to monitor the status of an elastic search migration, an operator inadvertently deleted an elastic alias.  This caused the ECHO Catalog REST to lose connection with the elastic search cluster, which ultimately brought ECHO Operations offline.  Operations then contacted Development, the problem was identified, the alias restored, and functionality was restored by 17:33.  External monitoring then confirmed restored functionality at 17:44.  An elastic search alias is a convenience abstraction for external applications (like ECHO) to communicate with elastic search.  Note that this outage did not cause any loss of operational data.
Timeline:
· [bookmark: _GoBack]17:12 07/31/13 – elastic alias was inadvertently deleted
· 17:14 07/31/13 – operations outage reported by external monitor
· 17:20 07/31/13 – operations troubleshooting did not immediately reveal problem.
· 17:22 07/31/13 – development support called in
· 17:29 07/31/13 – development began investigation
· 17:31 07/31/13 – problem correctly identified
· 17:33 07/31/13 – problem resolved, internal functionality restored
· 17:40 07/31/13 – external operations functionality restored 
· 17:44 07/31/13 – external monitors noted complete recovery
Associated Tickets/NCRs: 
· ECHO_Ops_NCRs 1101 ‘Need 'safe' method to interrogate elastic search in operations’
Future Mitigation: 
· The monitoring tools used to evaluate the status of elastic search are being re-evaluated.
· Operations will be provided with instructions on how to recreated the elastic search alias
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