ECHO Degraded Service Event
Event Period: 	03/08/13 7:00-9:07pm
System(s) Affected: 	
· Operations
Product(s) Affected: 	
· Catalog Rest API
· SOAP API
· Open Search API
· Reverb 
Executive Summary: 
Intermittent outages of Operations were observed from 7:00pm EST onwards. This was due to an issue with NetOps’ primary DNS. The outages were not sustained enough for the switchover to the secondary DNS to kick in. This was performed manually at around 8:00pm and full connectivity was restored at 9:07pm.
Detailed Summary:
Intermittent outages of Operations started at around 7:00 PM EST on 03/08/13. The problem proved difficult to diagnose by the Operations team and the SA team was brought in. The SA team determined that our primary DNS server (which is not managed by ECHO but NetOps) was exhibiting excessive response times. However, since it was still available, nodes were not automatically swapping to the secondary DNS. The SA team updated Puppet configuration to connect to the secondary DNS and all nodes began responding quickly again. 
Timeline:
· 03/08/13 7:00pm ESDT – Uptrends and Nagios alerts triggered with respect to our public APIs
· 03/08/13 8:00pm ESDT – Manual switchover to secondary DNS performed.
· 03/08/13 9:07pm ESDT – Full operational capacity restored.
Associated Tickets/NCRs: 
None.
Future Mitigation: 
The SA team is liaising with NetOps to determine the best mitigation strategy for this issue. Currently, ECHO round robins across 3 DNS servers at NetOps, they are checked sequentially stopping when a response is sent. However, before it tries the next, the request must timeout, which can last from 30 - 90 seconds for each request.
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